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Introduction/background: The protection of personal data, as the protection of information
on natural persons by entities which hold it, is currently a topic of considerable interest. Proper
protection of personal data is closely related to the way the organisation is managed. Lack of
management awareness of the dangers of inappropriate procedures in this respect can lead to
abuse and even crime, e.g. identity theft. In the light of doubts as to whether to rely on existing
solutions or build a system from scratch, there are many research problems in this area.

Aim of the paper: The cognitive goal of this article is to analyse the basics of building a system
of personal data protection in the scope of creating new internal regulations and to indicate the
role of the Data Protection Officer, while the utilitarian goal is to analyse the case of a request
to erase the processed data.

Materials and methods: A selected organisation was studied, where a process map with
a detailed description of actions was drawn up on the basis of participant observation and direct
interviews.

Results and conclusions: The conclusions indicate that the Data Protection Officer may
perform the function of a person responsible for the system. However, their activities must be
supported by information obtained from within the organisation. Therefore, it is important to
involve the highest management in the development of the personal data protection system.
The foundations for creating a procedure to handle the request for erasure of personal data were
also indicated.

Keywords: personal data security, GDPR, personal data processing, Data Protection Officer,
right to be forgotten, erasure of personal data.

1. Introduction

Personal data protection is currently a popular topic that generates more and more interest.
What is more, social awareness of data protection law is growing, also with regard to data

entrusted or shared with other entities. Recently, a closer look has been taken at various
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institutions, checking whether the technical and organisational solutions applied by them are
sufficient for the data to be secure (https://uodo.gov.pl/pl/138/1189).

This was facilitated by the entry into force of Regulation (EU) 2016/679 of the European
Parliament and of the Council on the protection of individuals with regard to the processing of
personal data and on the free movement of such data, and repealing Directive 95/46/EC —
hereinafter referred to as the GDPR. The purpose of implementing this Regulation was to
establish a uniform level of personal data protection in all Member States of the European
Union.

Personal data, according to the definition in Art. 4 of the GDPR, is all information about
an identified or identifiable natural person. Pieces of individual information, which when
combined may lead to the identification of a person, are also personal data. This is indicated by
Opinion 4/2007 on the concept of personal data adopted by the Article 29 Data Protection
Working Party on June 20th, 2007. Such data can be e.g. name and surname, or the personal
identification number (PESEL) of an individual. In its opinion, the Working Party also points
to biometric data, including not only fingerprint, retinal pattern, facial structure, but also the
venous system “or even some deeply rooted skills or other behavioral characteristics (such as
handwritten signature, keystrokes, special walk or speech pattern etc.)”. (Opinion of the Article
29 Working Party 01248/07/PL WP136 No 4/2007, p. 8).

Personal data, which has been stripped of its identifying elements or encrypted or
pseudonymised, but which may lead to reidentification of a natural person, remains personal
data within the scope of the GDPR (Article 4(1) and (5) of the GDPR). Pseudonymised data
cannot be attributed to a specific person without the use of additional information (Elliot,
O'Hara, Raab, O'Keefe, Mackey, Dibben & McCullagh, 2018). Proper pseudonymisation is
subject to the condition that such additional information is stored separately and is subject to
technical and organisational measures that make it impossible to attribute it to an identified or
identifiable natural person. The literature review revealed that university institutions across
Europe organised courses, both formal and informal, to prepare staff for the new incoming
GDPR legislation. Academic institutions feel the obligation to treat personal data with care and
respect, following the provisions of GDPR. (How the General Data Protection Regulation
changes..., 2019).

Personal data anonymised in a way that data subjects cannot be identified at all or can no
longer be identified shall not be deemed personal data. For data to be genuinely anonymous,
the anonymization must be irreversible (Article 29 Working Party Opinion 0829/14/PL WP216
No. 05/2014, p. 6).

Pseudonymisation is thus a process which aims at reducing the risk related to personal data
processing; however, this is still personal data, so provisions of Articles 15-20 of the GDPR are
applicable (Mourby et al., 2018, p. 223).
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The protection of personal data is the protection of information concerning natural persons
by entities that manage them, i.e. controllers. The protection applies both to individual
information constituting personal data and to entire compilations and sets of data.
This obligation results directly from Art. 47 of the Constitution of the Republic of Poland:
“Everyone shall have the right to legal protection of their private and family life, their honor
and good reputation, and to make decisions about their personal life” and Article 51(1) of the
Constitution: “No one may be obliged, except on the basis of legislation, to disclose information
concerning themselves.” (The Constitution of the Republic of Poland, Art. 47-51).

The protection of personal data is understood as the protection of data against loss, leakage,
or unauthorised access, i.e. preventing the data to be processed by persons not authorised to do
so (https://poradnikprzedsiebiorcy.pl).

The GDPR ensures personal data protection, regardless of the technology used to process
the data. Thus, it is “neutral with respect to technology” and is applicable both to automated
and manual processing, if the data is or is to be included in a set of data. That is what recital
15 of the GDPR directly points to. Furthermore, it is irrelevant how the data is stored, whether
in an IT system, a video surveillance system or a paper-based system — in all of which
cases personal data is subject to the protection requirements of the GDPR
(https://ec.europa.eu/info/law).

Nowadays, teleinformatic systems support operations in almost all areas of life. They are
used in every institution, both in small organisations and small enterprises. They are key
determinants of the level of development of the state and, above all, of the quality of operation
of its organisational and administrative structures. The intensification of criminal activities
aimed at theft and illegal use of information on IT networks is steadily increasing, as is the
number of available services and the volume of gathered information resources (Kepa, 2012,
p. 60.).

Each organisation has a certain specificity determined by the principles of personal data
protection. Uncritical copying of elements from other organisations’ policies is strongly
discouraged. However, it is possible to use in an organisation those elements justified by
organisation and management theory (Grzelak, 2015, p. 56.).

Proper protection of personal data is closely related to the way the organisation is managed.
Lack of awareness of the organisation’s management about the risks and potential losses
resulting from the lack of procedures regulating data protection may contribute to abuse and
even criminal offenses in the information flow (Bajorek, 2016, pp. 40-50). After more than
a year of the GDPR being in force, there are still doubts about the construction of a proper
system of personal data protection, which is to ensure that the data will not only be processed
correctly, but above all, will be properly protected against unauthorised access.

Many controllers, despite compliance with the requirements of the no longer applicable
Act of 1997 on personal data protection (Journal of Laws of 2016, item 922, as amended),

still cannot cope with issues arising from compliance with the GDPR. They cannot identify all
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of their obligations and have problems with establishing rules, instructions or procedures that
will guarantee compliance with formal and legal requirements included in the GDPR,
often unconsciously exposing organisations to the risk of a penalty imposed by the Personal
Data Protection Office (UODO), which, during the audit, could indicate irregularities and
impose financial penalties in the amount of up to EUR 20 million (art. 83 GDPR).

In the light of doubts as to whether it will be correct practice to base the system on existing
requirements and implemented solutions, or whether it should be built from scratch, there are
many research problems in this area. The cognitive goal of the article is to analyse the basics of
building a system of personal data protection in the scope of creating new internal regulations,
while the utilitarian goal is to analyse the case of a request to erase the processed data.
A selected organisation was studied, where a process map with a detailed description of actions

was drawn up on the basis of participant observation and direct interviews.

2. The role and tasks of the Data Protection Officer

Before May 25th, 2018, most data controllers did not pay sufficient attention to personal
data processing. On the basis of the authors’ experience — some of them did not implement any
solutions in their organisations, even those required by law, and some were limited to meet only
minimum requirements, including among others the development of safety policy and
instruction of IT system management, the appointment of an information safety administrator
or, where an information safety administrator was not appointed, the registration of personal
data sets.

After the GDPR came into force, controllers first had to consider whether they would
appoint a Data Protection Officer (DPO) in the place of an information safety administrator.
Some controllers did not have this dilemma, as the obligation to appoint a DPO results directly
from Art. 37 of the GDPR, which states that "Data controller and processor shall appoint
DPO always when:

a) the processing is carried out by a public authority or entity, with the exception of courts,

as regards the exercise of justice or

b) the main activity of the controller or processor consists of processing operations, which,

by their nature, scope or purpose, require regular and systematic large-scale monitoring
of data subjects or

c) the main activity of the controller or the processor is large-scale processing of special

categories of personal data".

The obligation to appoint a DPO applies to public entities, defined in such way regardless
of the nature of their activity and the scale of personal data processing, as well as the volume,

type or deployment of organisational solutions (Jablonski et al., 2018, p. 84).
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In other situations, appointment of a DPO is not mandatory, but, according to the guidelines
of the Article 29 Data Protection Working Party, it is recommended within “good practice”
(Guidelines for Data Protection Officers (DPO) WP 243 rev. 01, p. 7).

The responsibilities of the DPO are specified in Article 39 of the GDPR and they include:

a) information tasks consisting of informing the controller, the processor and persons who
process data about their obligations dictated by the GDPR,

b) monitoring compliance with GDPR and other regulations governing the processing of
personal data, e.g. the Personal Data Protection Act of 2018,

c) carrying out activities aimed at raising the awareness of the controller, the processor and
the employees or other persons processing the data,

d) training personnel,

e) conducting audits that verify the correctness of personal data processing — the quantity,
frequency and scope of audits is established by the DPO themselves; however, it is
recommended to discuss the audit schedule with the controller,

f) co-operation with the Personal Data Protection Office,

g) make recommendations on request for the data protection impact assessment and
monitor its implementation in accordance with Article 35,

h) acting as a contact point for the supervisory authority on processing issues, including
prior consultation. This obligation also results from Art. 38(4) of the GDPR, which
points out that “Data subjects may contact the data protection officer with regard to all
issues related to processing of their personal data and to the exercise of their rights under
this Regulation” (Jabtonski et al., 2018, pp. 103-104).

Article 38 of the GDPR clearly states that “the data protection officer is involved, properly
and in a timely manner, in all issues, which relate to the protection of personal data”.
At the same time, section 2 orders the controller and the processor to support the activities of
the Officer in the fulfilment of their tasks. Unfortunately, it often turns out that, without
additional support, the DPO is not able to manage data protection in an organisation on their
own; their activities require the establishment of a team of people who will be responsible,
together with the DPO, for the management of personal data. The DPO must be supported by
information from other people, such as managers of individual departments such as human
resources, marketing, finance and accounting and, of course, the IT department.

The biggest problem faced by the Officers is to obtain reliable and comprehensive
information on data processing, including not only the manner of data protection, but also the
scope, purpose and time of data processing. The DPO often receives information post factum,
after commencement of data processing, which in practice prevents them from properly
fulfilling their obligations.

The consequence of the lack of knowledge of the DPO may be, for example, a breach of the
principles set out in Article 25 of the GDPR, i.e. “Data protection by design and by default” —
the principle called privacy by design and privacy by default. These are the principles which
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state that the controller has to take data protection and privacy issues into account at every stage
of data processing, starting from obtaining the data. It is therefore reasonable to involve the
DPO in processes within the organisation that are directly related to the protection of personal
data. The essence of the role of the data protection officer in the organisation is not the subject
of research in this article, therefore it was not given much attention. The focus was on the right

to be forgotten.

3. Basis for building a personal data protection system

Due to the complexity of the processes related to the appropriate protection of personal data,
it seems that in each company it will be justified to establish a team responsible for the
implementation, construction and maintenance of a personal data protection system.

The first stage of team’s work should be to determine which personal data the organisation
processes. The Processing Activity Register maintained in accordance with Article 30 of the
GDPR is a document helpful in establishing the factual situation. This document was not
required before the entry into force of the GDPR, but the controller was obliged to keep the
Register of Personal Data Sets. These two documents have the same purpose — determining
what data is actually processed by the controller. The Processing Activity Register is kept in
order to ensure compliance with the GDPR and enable the Supervisory Body, i.e. DPO,
to monitor the correctness of personal data processing (recital 82 of the GDPR). In practice,
it is a very important element of the personal data protection system — this document allows the
systemisation of activities carried out within the framework of data processing (Guidelines and
explanations on the obligation to register processing activities and categories of activities
stipulated in Art. 30(1) and (2) of the GDPR, GIODO Information materials, p. 5). It is a kind
of inventory of activities, manners of data processing, and the safeguards used.

The register should contain such information as:

- the precise identification of the controller — including the contact details of the

controller,

- details of DPO — if one was appointed,

- purpose of data processing,

- description of data subject categories and personal data categories,

- categories of recipients,

- and other elements, pursuant to Art. 30 of the GDPR.

The register can contain additional elements, e.g. legal basis for processing, source of data,
used software and information on the need to carry out a data protection impact assessment
(DPIA).
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The team should then carry out a risk analysis based on the information collected in the
course of its work. This obligation results from recital 83, which obliges the controller to “assess
the risk” and implement measures that minimise it. The GDPR does not stipulate these
measures; however, it states that these measures “should ensure an appropriate level of security,
including confidentiality, taking into account the state of the art and the costs of implementation
in relation to the risks and the nature of the personal data to be protected” (recital 83).

An important material that should be used in the work of the team are recorded incidents,
i.e. adverse events that could have an impact on the integrity, availability and confidentiality of
the processed data, e.g. by making them available to unauthorised persons. Therefore, such an
important element of the system of personal data protection is the recording of incidents and
drawing conclusions from them for the future, which is a legal requirement mandated by Article
35(5) of the GDPR. In the case of Officers who outsource their services, the input to risk
analysis may also be incidents with other controllers, where this person also performs the
functions of DPO.

As in other situations, for risk analysis, the GDPR gives controllers the freedom to choose
their own risk assessment method. Controllers can use recital 75 of the GDPR for their risk
analysis, which lists examples of risks, e.g.:

— discrimination and/or identity theft

— financial loss,

— damage to the reputation,

— loss of confidentiality of personal data,

— unauthorised reversal of pseudonymisation, or any other significant economic or social

disadvantage,

— deprivation of rights and freedoms or of the possibility to exercise control over one’s

personal data and other.

Only a detailed risk analysis of personal data processing can provide the basis for the

development of a dedicated personal data protection system and the definition of

appropriate technical and organisational measures to secure the processed data.

4. Procedure of exercising the right to be forgotten

The right to erasure, also known as “the right to be forgotten” is one of the rights of data
subjects. Data subjects also have the right to information, the right of access, the right of
rectification, the right to limit data processing, the right to object to data processing, the right
to data portability and the right not to be subject to decisions based solely on automated

processing.
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The right to erasure applies only in selected cases. One of them is achieving the purpose for
which the data were collected (Art. 17(1)(a) of the GDPR). This obligation of the controller is
closely linked to the rules of data processing stipulated in Art. 5 of the GDPR — the personal
data shall be “collected for specified, explicit and legitimate purposes and not processed further
in a manner that is incompatible with those purposes”. Furthermore, such data may be stored
no longer than is necessary for the purposes for which they were collected and processed
(Art. 5(1)(e) of the GDPR). As a rule, it is the controllers themselves who, without waiting for
the request of the data subject, should observe the principle of limiting the processing of
personal data (Litwinski et al., 2017, p. 402).

Another, yet not the last case, may be the withdrawal of consent. Art. 17(1)(b) explicitly
stipulates the data subject’s right to withdraw their consent, if the processing took place based
on Art. 6(1)(a) (ordinary data) or Art. 9(2)(a) (special categories of data, e.g. concerning health,
sexuality, religious beliefs, etc.).

This article will discuss the procedure to be followed when a request for erasure of data is
sent to the controller in relation to the withdrawal of consent to the processing.

When there is a request to erase processed data, organisations often do not know what to
do. If the data subject:

e claims that the data is no longer necessary for the purposes for which it was collected

or processed otherwise,

e withdraws the consent which is a basis for processing and there is no other legal basis

for the processing,

e objects to the processing of their data,

e claims that personal data were processed unlawfully,

e claims that the data has to be erased in order to fulfil the controller’s legal obligation,

e claims that personal data was collected in connection with the provision of information

society services
then the data subject (pursuant to Art. 17(1) of the GDPR) can request the controller to erase
the data.

Due to the lack of an agreed procedure in the event of a request to erase data, the authors
decided to carry out the research in the form of participant observation and direct interview.
The information obtained in this way will constitute the basis for the development of detailed
procedures, dedicated to a specific company, for handling a request for data erasure, and the
creation of a graphical process map.

Participant observation consists primarily in the researcher entering a given social
environment and observing a specific group from the inside as one of its members. At the same
time, it is a direct observation, whereby the researchers themselves collect data, as well as
hidden and uncontrolled observation (Cybulska, 2013, p. 21).



The right to be forgotten as an element... 65

The use of the research method based on participant observation is justified by the fact that
the co-author of this article processed the request to be forgotten in one of the organisations.
Thus, the below procedure was developed based on a specific event which concerned
a particular organisation.

The interview, as one of research techniques, helped in collecting and organising data.
In the present situation, these research techniques seem to be the most appropriate to the
specificity of the request to be forgotten. Lack of experience in handling this type of request
has led the authors of the article to use a non-directive unstructured interview, conducted on the
basis of a general plan of issues. The questions asked were open and induced the respondent to
provide multi-layered, longer statements (Przybytowska, 1978, p. 63).

The applied methods are used for analyses in industry, but also in services, administration
and project management.

Based on the collected information, a process map for data erasure in the organisation was
developed. The manner of implementing the data erasure process, including also particular
activities performed by specific persons, were presented in a graphic form. Developed in such
way, the process map presents its structure and the sequence of actions that are performed
during the process (Keller, 1999, pp. 62-64).

On the basis of the information collected, it was established that a company dealing with
the sale of equipment and providing services in the field of maintenance and repair of such
equipment received, by electronic means, a request to erase data.

The Company, which was the addressee of the request, despite the absence of a legal
obligation, appointed a Data Protection Officer. The Officer provides their services under
a civil contract, not as an employee of the Company. After receiving an e-mail from the data
subject with a request to erase data, the DPO was informed about the fact of receiving such
request.

The request has to be processed, regardless of its form of submission (e.g. by e-mail, phone,
mail). In justified cases, e.g. when submitting the request by phone, an organisation has the
right to additionally verify the identity of the person submitting the request (e.g. contacting the
person by e-mail to an e-mail address stored in the database). The condition for starting the
erasure procedure is the correct verification of the identity of the applicant. In this particular
case, there was no need to additionally verify the person’s identity — the received e-mail clearly
defined who made the request.

The controller should, without undue delay — and in any event within one month of receipt
of the request — provide the data subject with information on the actions taken in relation to the
request. If necessary, this period may be extended further by two months, due to the complexity
of the request or the number of requests. Within one month of receiving the request,

the controller informs the data subject of such an extension, stating the reasons for the delay.
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Where the data subject has transmitted their request electronically, the information is,

as far as possible, also transmitted electronically, unless the data subject requests otherwise.

After receiving a request to erase data, the controller should verify whether one of the

prerequisites entitling the data subject to request erasure specified in Article 17(1) of the GDPR
is met.

After receiving the request, the following should be verified:

e in which computer system the data was processed,

e if the data has been archived,

e if the data was processed in a traditional, paper manner,

e to whom the data was transmitted,

e if processors also have access to the data,

e which of the employees in the organisation is responsible for managing the applicant’s
data.

The organisation has the right to reject a request to erase data when processing is necessary:

e to exercise the right to freedom of expression and information (e.g. in the case of the
press, media, electronic forums or comments on websites),

e to comply with a legal obligation requiring processing under EU law or under the law
of the Member State, to which the controller is subject, or to carry out a task performed
in the public interest or to exercise official authority vested in the controller,

e for reasons of public interest in the field of public health, pursuant to Art. 9(2)(h) and
(1), as well as Art. 9(3) of the GDPR,

e for archival purposes in the public interest, for scientific or historical research purposes
or for statistical purposes in accordance with Article 89(1) of the GDPR, if the right to
erasure is likely to render impossible or seriously impair the achievement of the
objectives of that processing,

e for the establishment, exercise or defense of claims.

A simplified procedure chart for dealing with requests for erasure is presented on figure 1.

The diagram presented by the authors of the study is of a general nature. On its basis, each

organisation creates its own instructions that are tailored to its specific conditions.
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Figure 1. A map of processes implemented in the analysed company, divided into identified activities.
Source: own study.
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Situation description:

The company received an e-mail with a request to erase data [1]. The applicant requested
data erasure by sending an e-mail from a business address consisting of the name, surname and
domain of the company. The e-mail was sent to a dedicated e-mail address gdpr@abc.pl.
Due to the fact that the company uses the services of a DPO specialist outside the company,
the request email was sent directly to the DPO [2]. The request was verified by the DPO —
it was complete and clearly stated the person it concerned [7]. Therefore, there were no grounds
for requesting data to be completed [step 5 and 6]. The next step was to analyse whether the
person’s request was justified. The application, which was received by the company, concerned
the withdrawal of consent to the processing of personal data with the simultaneous request to
erase it. The DPO registered the request in an electronic register kept by them [I11].
Then, the DPO, in consultation with the representative of the department responsible for
processing the data of that particular person, verified whether any of the prerequisites set out in
Article 17(3) of the GDPR are met. This verification has shown that the request of the person
is justified and that the data should be erased. Therefore, the DPO ordered the head of the
department by e-mail to erase the data [12]. The data was erased according to the DPO’s
instruction [13] and the DPO [14] and the applicant [15] were informed of this fact. The next
step was to pseudonymise the register and the request received by the DPO — the contact details
in the e-mail were pseudonymised and the e-mail was deleted. The DPO stores only the
pseudonymised copy of the e-mail (request) and register [16]. The case is closed [17].

Data erasure includes the deletion of all the applicant’s data processed by the organisation
(e.g. financial and accounting IT system, e-mail elements, security copies, CMR, CMS, office
software files, paper documents etc.). In the example presented above, the request concerned
erasure of data of a person subscribed to a newsletter. The data has been deleted from the
current, valid database; it has not been deleted from the backups (Politou, Michota, Alepis, Pocs
& Patsakis, 2018). Deleting data from backups raises a lot of questions — not only because of
an absent or limited technical possibility to carry out such an operation, but also because of the
correct reproduction of the altered backup (erasure of data of a particular person).
The performed pseudonymisation of the request will allow for the possible repeated erasure of
the data if there is a need to restore the data from the backup, which seems reasonable in order
to guarantee the rights of the applicant while ensuring the integrity and availability of the
database (Gawronski et al., 2018 pp. 252-254).

However, the position of the Ministry of Digital Affairs is different, with clear instructions
to erase data from back-up copies as well: “Personal data must also be erased from all backups
and logs. If erasing single records from backup threatens to infringe the integrity of other
collected data, the controller can manually restore the copies to the main database, and then
erase single records from them and create backups of the database without this record, although
it is a quite time-consuming process” (Ministry of Digital Affairs, p. 6).

Once the controller has decided to erase the data, no further processing can be permitted.
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5. Summary

The cognitive purpose of the article was to analyse the basics of building a system of
personal data protection with respect to creating new internal regulations. Due to the complexity
of the issue, only some elements were analysed. The article focuses only on the basics of
building a system of personal data protection. Only issues related to the functioning of DPO in
the organisation and problems with identification of a team of persons responsible for its
implementation were discussed.

The utilitarian goal was to analyse a case of a request to erase processed data. Based on the
developed process map with a detailed description of actions, the basis for the preparation of
the procedure has been laid down, which may become an essential element of the data
protection system. The procedure outlined above once again indicates that the protection of
personal data requires the involvement of more than just the DPO. Of course, the DPO’s duty
is to coordinate the whole process, but it also requires the involvement of other people, such as
those responsible for processing the data and implementing the physical erasure of the data in
the IT system. The DPO also keeps required records and is responsible for correspondence with
an applicant. The presented scheme is one of the possible options of the procedure of executing
a request for data erasure. The solutions proposed in this article may provide guidelines for
other organisations, but should be modified depending on the size and specificity of the
organisation and whether the DPO is an employee of the organisation or provides services on
an outsourcing basis.

The authors’ experience clearly shows that the controllers’ approach of shifting the full
responsibility for the system to the DPO is inappropriate and may lead to the risk that the
organisation might fail to comply with the obligations resulting from the GDPR. DPO may be
the person responsible for the system, but their activities must be supported by information
from within the organisation. It often happens, especially in the case of outsourcing DPO
functions, that the DPO is not informed about the conducted processes and discovers them by
accident. That is why it is so important to involve the senior management in building a system
of personal data protection, at least at the beginning, and to involve the DPO in the process of
managing the organisation. At a later stage, the position of the DPO in the organisation may
prove so strong that they will be able to fulfill their duties independently, with only little internal
support. Until then, however, the DPO needs to be supported by an internal team.

Further research in this area will therefore include other elements that should form the basis
for building a well-functioning system of personal data protection in an organisation.
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